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THE MYTH

Physicians are prohibited from responding to online patient reviews.

BACKGROUND

Numerous websites provide information about clinicians and organizations from which patients seek health care. Some

of these sites provide user-submitted reviews about practices and clinicians from patients or members of the public.
Unfortunately, patient reviews are not always positive, and can sometimes be negative, inflammatory, or false. Negative or
false reviews can adversely, and sometimes seriously, affect a physician, their practice, reputation, and their career. To avoid
these potential consequences, physicians may feel compelled to respond to reviews to address concerns or rectify problems
but are fearful they will run afoul of the law and patient privacy protections if they do.

DEBUNKING THE MYTH

There are no federal laws or regulations prohibiting physicians or practices from responding to online patient reviews;
however, unlike other businesses that may respond to online reviews in any way they deem appropriate, physicians are
limited in what and how they can communicate with a patient reviewer in a public forum.

Acknowledgement of a patient’s relationship with the provider might risk violating patient privacy protected by the Health
Insurance Portability and Accountability Act (HIPAA) and applicable state laws. It is important to note that HIPAA does not
explicitly prohibit physicians from responding to online reviews; physicians are free to respond and contribute to an online
review forum, but they must maintain the privacy of the patient’s protected health information, even if the patient has already
revealed personal information. While a patient is free to share any information about their experience in an online forum,
physicians are prohibited from disclosing any patient-specific information.

Most, if not all, online review sites have openly published community review guidelines or standards. Physicians and practices
do have the option to contact the review sites directly to dispute false or inflammatory reviews, especially if they believe the
reviews violate the site’s community standards.

Physicians are encouraged to consider these suggestions when deciding whether and how to respond to online reviews.'

viral or bacterial infection and to only prescribe antibiotics
when there a bacterial infection is present.

- Don't disclose any information about the patient—don't
even acknowledge the person is a patient in your office.
Even if a patient has disclosed their information in an
online review, remember that HIPAA prevents a physician
from disclosing any information about a patient without
the patient’s permission. A patient’s own disclosure is not
permission for the doctor to disclose anything.

- Remember, one bad review will not destroy your online
reputation. Patients look at a physician’s overall rating and
when there are many good reviews, a few bad ones will
not stand out as the norm.

- Consider taking the response offline. Sometimes, personal o Dot wespeme | i eetiiizl lele o diegs ol g

contact results in the patient taking down the negative
review, or results in the patient adding an online review
that lets other patients know your office is listening.

« Speak about general policies and standard protocols if you
chose to respond online. For example, if a patient is upset
that they did not receive an antibiotic, a physician could
respond, not by mentioning anything about the specific
patient, but instead by saying that office policy and
standard medical practice is to determine if a patient has a

walk away.

- Don'tignore criticism. Instead, objectively look at the

criticism from the patient’s point of view and determine
whether there is something you or your office can
do differently.

- Don't shy away from online reviews. Ask your patients

to rate and review you online. In most cases, reviews are
positive. And remember that many positive reviews
dilute many negative reviews.



Practices are required to provide HIPAA training to appropriate staff and are encouraged to develop policies and
procedures related to appropriate disclosures of PHI, with special attention paid to avoiding disclosures on social media.
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